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INTRODUCTION

For the purposes of thisdocument an Information Technology (1/T)
asset refersto hardwar e or softwar e purchased to provide business
value. These assetsarerepresented within an |/T enterprise as
managed or unmanaged elements.

All infor mation technology enter prises consist of elementsthat make
up the network, desktops and servers. The combination of enterprise
elementscreatesthe /T infrastructurethat providesinformation
technology services and value throughout the business.

The objective of Enter prise Systems Management isto manage all
elementsto sustain the level of service agreed to, whileimplementing
adequate change to maintain the business advantage gained by using
information technology.

The objective of Enterprise /T Projectsisto create positive changeto
thel/T infrastructurethat meets business needs, which may include
adding function, creating stability or cutting costs.

In both cases Systems Management and I/T projects, the actions of the
deliverable affect those I /T elementsearlier described. The
fundamental requirement isto have or create an accuratelist of all
enter prise elementsthat make up theinfrastructure. Without thislist
neither Systems Management nor thel/T Project have any real
information on which to base the predictable or measur able impact of
their deliverables.

The creation, delivery and maintenance of thislist iscommonly
described as Asset Management.

Elements Come in Many Flavours

Understanding Network Elements

The elementsthat make up the network each serve a unique pur pose, but
when combined, they createthe base infrastructurethat actsasthe
highway for electronic information. The common elements are asfollows:
o Routers—control traffic flow and ensurethe correct delivery of data
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o Switches—can act asrouters, but generally control flow within an

area.

o Hubs—can fulfil asimilar function as switches, but normally with less
automation.

o Dial-in Controllers—Manage thetelephony to | /T enterprise
connectivity.

o Bridges—an older form of connectivity between multiple network
loopsor local area networks.

o FireWalls—Control traffic flow by analyzing who has access and who
doesnot. Thisisprimarily a security function.

Knowing the Desktop Elements

The desktop computersor commonly called workstations form the vast
majority of the enterprise elements. Primarily these elementsare directly
connected to theinfrastructure via special cardsthat resideinsidethe
computer. However, there are many desktopsthat do not connect directly
to the networ k. These machines may have a modem using dial-in access.
Others can connect via wireless communications or even by satellite.

Desktops come in many sizes and shapes.

» Actual desktop machinesthat sit on a desk.
» Tower machinesthat sit on thefloor.

> Laptop machines designed for portability.

Looking at Server Elements
Serversdeliver functionality and data to the desktop. They are normally
business critical elementsthat house all business data.

Serversalso comein many flavours categorized by operating system or
technology. Thefollowing are examples of servers:

* NT Servers—

* UNIX Servers—

* MAC Servers—

* VMSServers—

* Novell Servers—

* Main Frame Servers-

 And many more-—
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UNDERSTANDING ELEMENT MANAGEMENT

Defining Managed Elements

Managed Elements are those that actively participate in asset
management by sharing their knowledge about themselves. Thisdatais
either pulled from the element or is pushed by the element to a central
repository. In either casethe datais collected in a central location and
transformed into meaningful infor mation about each element.

Thefollowing infor mation may be gathered from a desktop or a server:
* Type, make, model, and serial number of the box.

» TheHard drivesize, utilization and memory size.
» Applications and operating software names and version levels.
 Thenameand ID of thelast person using that element.

* Thepresent Internet Protocol (1P) address assigned to that
element.

The use of thisdata varies from task to task, but generally it enablesreal
time monitoring and managing of elementsthat turnsthem from
unmanaged into managed elements.

Managed Vs. Unmanaged Elements
A managed element providesinformation used to ensureit can be
monitored and maintained from a central location.

An unmanaged element offers no capability to be centrally monitored or
maintained. It exists asan unknown entity on the network.

All 1/T elements have the ability to introduce problems and changesinto
the enter prise that may damage the infrastructure. Unmanaged elements
create a much larger risk, asthereisno known information to mitigate
therisk.

Correlating the Past / Present / Future

The value of managed ver sesunmanaged issimilar to the analogy that if
you do not have a known pagt, it isvery difficult to determine who you
areand impossibleto predict or manage what you may become.
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Thesameistruefor any I/T element. Systems M anagement requiresa
past and a present history of all elementsto perform any proactive
prediction or real-time management. Without the basic history and
knowledge of the configuration and physical location of elements, Systems
Management will not work. In a similar manner, any enterprise-wide
project may bein for major surprisesif afull understanding of what isin
the enterprise does not exist. A good example of thisisthe number of
serversthat are documented as part of the network compared to the
actual number of serversthat have been created with change
management.

Reach Out and Touch Someone

Any asset management solution depends on gathering an inventory of the
elementsthat are part of the enterprise. Thisincludes elements connected
to theinfrastructure and may also include elements owned by the
enterprise, but not logically attached to the infrastructure.

There aretwo ways of gathering information: electronically or manually.
Both methods have positive and negative factors.

Collecting information manually involves a wall-to-wall inventory
gathered by people going through every building, floor and room finding
the equipment, writing down the data and documenting it to a single
repository. Thelargest benefit comesin ensuring that all elementsare
uncovered. Thelargest downfall isproving that all elementsare
uncover ed and that nothing moved or was changed during theinventory
capture. Thismethod isalso very costly and is almost always inaccurate
within weeks.

Collecting information electronically involves using tools and processes
that reach out and touch the desktops, servers and network components.
Modern tools have the capability of distributing a probeto all machines.
The probe gather s data on software and hardwarethat istransferred to a
central repository. It can be gathered as often as desired to maintain
accuracy. One challengeisto gather peripheral equipment such as
printers, monitors, and scanners attached to either serversor desktops.
The primary challengeisensuring the probeisactivein all elementsthat
can connect to the network.

Make sure you Touch Everything

The power of network management can enable you to touch everything.
Networ k management tools can scan the whole network from one spot
without using probesin each element. Theinformation islimited, but it
does ensure an accuratelist of every element connected to the network. It
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also includes enough information to provide a logical location and a close
physical location.

Both parts, the network data and the probe data can bekept in a
databasethat is easily manipulated to provide the needed reports.

Know What and Who You are Managing

It isequally important to under stand who is using the network and what
elementsthey are using. Normally companies keep accurate human
resour ces documentation that includes names, computer 1ds, phone
numbers, locations, and more.

This human resour ces data can be correlated to the e ement data to
complete the picture of who and what isin the enterprise.

Keep in Touch with the I/T Environment (Asset vs. Event Management)
The asset management solution provides an accur ate account of all
elementsthat have connected to theinfrastructure. The information is as
accurate asthe last capture, normally every twenty-four hours. If
multiple copies of the database are kept, then it is possible to slowly build
historical data. Thisinformation isvery useful in systems management
and project management. However, even more accur ate information is
required for proactive Problem & Change Management. The ability to
keep in touch with the environment and activitiesin the environment
becomes a struggle.

Event management isa normal function provided by many systems
management tools. Theinformation provided includesinstant reportson
element problems and footnotes or automation detailing how to deal with
the event. Secondly, changesthat occur either within an element or within
the network are automatically reported to a central station. This
information can be used to verify managed changes and to control
unmanaged changes.

The combination of Event Management and Asset Management form a
comprehensive solution for ensuring the success of both Systems
Management and I/T project management.

Using Asset and Event Management

Understanding Systems Management

I/T requiresa set of disciplinesto describethe activitiesinvolved to
effectively control an |/T infrastructure that makes up the service
delivery for the enterprise. These disciplines are commonly referred to as
Systems M anagement. Usually these disciplines are documented in some
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form of methodology. Vendor s have their own view of how this should
look.

Regar dless of vendor preference or methodology, the fundamental
disciplinesare:
Top (4)
o Asset Management
(what isbeing managed)
o Problem Management
(handling problems)
o Change Management
(how to manage changes)
o Customer Support or Help Desk
(whoistheprimary client contact & interface)

Extended List (but not exhaustive)

o Security Management
Operational Services
Managing Availability using Asset M anagement
Managing I/T Continuity (Business Resumption Planning)
Managing Performance & Capacity Planning
Application Design & Maintenance

000D DO

Each discipline hasfour componentsthat must work in harmony:

1. Organizational Requirements: must be defined and documented as
input for thefinal solution.

2. Processes: arerequired to ensure and end-to-end seamless flow of
control for the organization to follow. A processis definable,
repeatable and above all measurable.

3. Information or Data Requirements: must include all the requirements
for the processto work and the accessibility for the organization to
make effective use of the information.

4. Tools Requirements. must be defined as per the needs of the other
three components. The tools should be chosen to match the Systems
Management requirements and not the other way around.

Integrating Problem Management PROBLEM MGMT

Problem management can be described asthe actions necessary to detect,
report, correct and manage the impact of any issuethat negatively affects
the availability of an I/T service.
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Problem management requires a proactive approach to minimize impact
and maximize availability. Theintegration of Problem M anagement with
Asset & Inventory Management provides much of thisfunction.

The Problem Co-ordinator and all other functions use Event

M anagement to detect and report a specific problem. In some cases
automation can beinvoked to bypassor correct a problem. The Asset
Management system can provide information asto who owns the element,
whereit islocated, and any hardware or softwarerelated questions.

Integrating Change Management CHANGE MGMT

Change management can be described asthe actions necessary to contr ol
the possible impact of any changeto theddivery of I/T services, while still
allowing business growth through managed change.

Asset Management information plays a vital rolein Change M anagement
as all changes must be doneto an element. The members of the change
team need to know thelogical and physical address plusvital statistics
information about the element. If the change requires a softwar e rollout
to many workstations, then it would be mandatory to know which of the
workstations are not capable of handling the new configuration. In a
similar manner, after therollout it isto ensurewhat and how many

wor kstations actually received the update. All of thisand more can be
taken from the Asset Management System.

Integrating the Customer Support Centre "&-P PESK

The Support Centreisthe primary contact for the client and theinterface
between the client and the service vendor. The client’s per ception of
service and value all startshere.

There aretwo methodologiesin providing service, reactive or proactive.
Thereactive method provides service upon demand and reacts with tools
that are also passive. The mean timeto fix isusually longer and the
client’s perception of serviceis probably neutral depending on history.

The proactive approach to serviceisbased on tools and processes that
allow the Support Centreto be aware of the problem beforetheclient is
even aware. When theclient callsthereisno delay asthe Support Person
isawar e of who iscalling, their environment, the hardwar e and software
theclient uses, the last time they called and probably some knowledge of
the problem they are encountering.
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The level of service provided and the perception of value held by the
client depends on the expertise of the Support Centre staff and thetools
they use.

Understanding In-depth Automated Systems ManTgement

. . SECURITY MGMT
Security Management and the Enterprise

Security Management is a hot topic today and is probably only second to
the Year 2000 issues. /T Security iscomprised of a number of policies
and proceduresto which people must adhere. However, a bigger issueis
the employees and contractorsthat do not adhereto the policies. There
are also non-employees, hackers, who make an effort to bypassthe
security. Therearenot enough I/T security police to manually monitor
theseinfractions.

The Asset Management system provides a true picture of elementstoday
and an updated picture every day. Simple comparisons day-by-day
provide the big pictur e of anything that changes har dwar e or software.

Event Management playsarole heretoo. Eventsare captured according
to policiesincor porated in automation. Major changes of any kind have
the potential to be a security risk. Similarly problems should be examined
to ensure no security has been breached.

2 N

Operational Services for the Enterprise  operATION

I/T Operationsinvolvesthe day-to-day management and house keeping of
thel/T Enterprise. Asset management provides Operations with the day-
to-day picture of all of the managed elementswithin the enterprise. The
combination of Asset and Event M anagement allows oper ationsto
manage and maintain the enterprise proactively.

T

Managing Availability AVAILABILITY MGMT

Availability Management is a measured process. The meaning of the
measurement and itsvalue to the businessis most often measured against
Service L evel Agreements stating what performance and availability isto
be delivered. Enter prise-wide availability can only be understood if a
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clear vision of all the elementsin the enterprise are known, identified, and
tracked.

Managing I/T Continuity

Business Resumption Services (BRS) is comprised of planning, designing
and executing therecovery of |/T servicesfollowing a disaster or other
circumstances that caused extended availability outagesto mission
critical applications. The processesinvolved in keeping the service
current demands accessto an accurate list of all managed elements
including hardwar e and software.

The Asset Management System providesthis service and assisssBRSto
stay current and ready for any event. h

w2

N

oS

Managing Performance & Capacity Planning PERFORMANCE MGMT
Performance M anagement is a set of processes used to track not only
availability, but also the level of availability delivered to the client.
Capacity Planning isthe quality improvement processresulting from the
proactive measur ement of performance and the actionstaken to ensure
service delivery.

Per for mance measurements and the analysis of the data requiresafull
and up-to-date view of the enterprise and all the managed elements. Asset
Management, when integrated with Performance M anagement providesa
current picture and a clear vision of what to measure, how to measureiit,
and the possible implications of one element to the other elements.

Event Management can be used to proactively create alertson
performance that may vary from the service level agreement.

APPLICATION

Managing Application Design & Maintenance ~ PESIGN & MAINTENANCE

Thisdiscipline requires some unique processes and some common
processes. Change M anagement within Application Design and
Maintenance must consider version control and software distribution.
However, Application Design and M aintenance must also play within the
bounds of Enterprise Systems M anagement, especially Change

M anagement.

Application Design and Maintenance also requires an accur ate pictur e of
the enterprise and all of the managed elementsto ensure accur ate
distribution, ongoing maintenance and tight control.
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Once again, the Asset Management System can providethis data and
keep it current day-by-day.

Summarizing Enterprise Systems Management & Asset Management

Enter prise Systems M anagement includes monitoring, measuring and
managing activitiesrelated to the elementsthat make up the l/T
infrastructure. Asset Management providesthe data required to
under stand what is monitored, measured, and managed.

Asset Management isthefocal point of Enterprise Systems M anagement.
All of the various Systems M anagement disciplines use a combination of
Organization, Process, Data and Toolsto perform a function. Asset
Management helps manage the smooth integration of the Systems
Management discipline.

PROBLEM
CHANGE MGMT
MGMT

CONFIGURATION
/ INVENTORY MGMT

@
W,

o2

23

OPERATIONS

T

AVAILABILITY MGMT PERFORMANCE
% J{ MGMT
DEIENI& MAINTENANCE SECURITY
@‘ MGMT
S
PROBLEM & CHANGE ~ HELP DESK
MANAGER
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Managing I/T Enterprise-Wide Project Management

Understanding the Project Scope

An |/T enterprise-wide project isdefined asthe design and delivery of a
new servicethat altersthe business processesfor a majority of clients.
The scope of the project must include the ability to under stand the ‘who,
what, when, where and how many’ of the elements are being affected.

Do you Really Know What's Out There

A proactive, real time Asset Management System provides many of the
answers. If the questions, and the answers are not considered, the project
isat risk. Therisk can result in either delivery problemsor financial loss
to the project.

Theworld of wide spread network centric or distributed computing
offersa unique challenge as most companies have distributed budgets
and distributed purchasing. Thishasresulted in not knowing how many
assetsthere are, who hasthem, wherethey areor if they are still being
used for business purposes.

Controlled growth issues, server consolidation, technical upgrading and
many other projects cannot be completed without Asset M anagement.

@j §k£)>
CHANGE & SERVER

GROWTH CLIENT SATISFACTION CONSOLIDATION
WITH CONTROL

MAIJOR DESKTOP
MOVES RENEWAL
NETWORK MAJOR
CHANGES INSTALLS
SOFTWARE MERGERS
UPGRADES ACQUISITIONS
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PUTTING IT ALL TOGETHER

The Big Picture

Thebig pictureisthel/T Enterprise. The Enterpriseisthedelivery of 1/T
services. | /T servicesarethewhole reason that the Enterprise existsand it
must be maintained and protected at all times.

The Asset Management System isthe primary deliverable of the big
pictureand it should play an integral part in delivering servicetothe
client.

Think Integration

Integration isthe glue that binds all of the Systems M anagement
disciplinestogether to deliver value. Each of the disciplines operating on
their own, would only cause mass confusion and degraded service.

Any Enterprise-wide I/T project hasto work with accurate datain order
to deliver value on time and within budget. Without Asset Management
servicesthe project hasa high risk of failure.

Theintegration of Asset Management with the Systems M anagement
disciplines provides the seamless communication of accurate data. This
information and the processes around it ensures continuity between
disciplines. There are no gaps, there are no overlaps and serviceis
delivered.

Think Business Value

Finally, the ultimate goal isto provide I/T business value. Systems
Management can providethe overall control required to deliver business
value. I/T projects can provide l/T business value by delivering new
functionality.

Asset Management can provide the big pictureinformation with the
detailed data to ensure end-to-end Enter prise Management.

The true measur e of business value comes down to the client’s per ception
and satisfaction with the services provided. Communicationsisthekey
and Asset Management isreally just a part of delivering communications
between the enterprise and the Service Provider.
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